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Policy
Employees and volunteers of ORGANIZATION NAME will safeguard all participant records against illegal use, access or theft.
Procedures
1. Employees and other participants who have access to confidential information must receive HIPAA training regarding the confidentiality of participant information.
2. Employees and volunteers who have access to confidential information must indicate an understanding of the requirements governing confidentiality by signing a statement of understanding and compliance. All employees must sign such statement upon employment and, again, whenever revisions are made in the requirements. Such statement will contain the following information:
a. date and signature of the participant and his/her title;
b. name of organization;
c. statement of understanding;
d. agreement to hold information confidential; and
e. acknowledgment of civil penalties and disciplinary action for improper release or disclosure.
3. The following safeguards will be implemented to protect and promote security of electronic participant records:
a. All participant records will be stored in a secure electronic record system.
b. Only designated users are authorized to have access to the participant records.
c. Whenever copies are made from the record, employees must safeguard the copies in the same manner as the electronic record.
d. The electronic record system and ORGANIZATION NAMEs' electronic storage system will employ redundant cloud-based back-up.
e. ORGANIZATION NAME contracts and shares information with federal, state, and managed care organizations that maintain and employ strict confidentiality guidelines and follow all HIPAA rules.
4. The following safeguards will be implemented to protect and promote security of paper participant records:
a. All active paper records in an ORGANIZATION NAME office will be filed in the appropriate locked file cabinet and/or office.
b. All active paper records will be kept secured and out of sight when being transported from the office.
c. All active paper records in use should be monitored and protected from unauthorized viewing.
d. All archived paper records will be maintained in a designated, locked storage area.
e. Reasonable measures will be taken to protect participant records from damage due to fire and water.
5. Whenever copies are made from the record, employees must safeguard the copies.
6. If/when faxes are used a fax cover sheet must contain a confidentiality statement. Whenever confidential information is faxed, the sender must ensure that a designated receiver is available before transmitting information, e.g. telephone call. The receipt of the information must be confirmed.
7. Email should not contain participant identifying confidential information. If a situation presents whereby confidential information is required to be included in an email document, ORGANIZATION NAME will use an encrypted email. All email from ORGANIZATION NAME email addresses will include a confidentiality statement.
8. Information received from other agencies must be treated with the same care for confidentiality. Release or disclosure of information must be documented.
9. Inactive participant records or those of discharged participants will be maintained in accordance with policy.
10. Files and documents awaiting disposal or destruction are disposed of on a regular basis, and reasonable measures are taken to minimize access. Shredding of files and documents is performed on a timely basis, consistent with record retention requirements and policies. Confidential information must not be discarded in trash bins, unsecured recycle bins or other publicly-accessible locations.
11. Any protected information will only be shared with individuals and entities with current Consent to Release Information form.
12. ORGANIZATION NAME will maintain cyber protection insurance.
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